
Staying safe on social media

S PO TTI NG  FAK E AC CO UNT S 



Instagram – Verification

Instagram accounts belonging to celebrities, brands, or 

other notable figures, usually have a blue tick next to the 

username.

If you are unsure about whether a celebrity account you 

are following is genuine, it is worth checking to see 

whether the blue tick is there.



Instagram – Fake Accounts

Click onto the account > button in top right > About This 

Account

If you're unsure if an account is real, you can sometimes 

see the information about an account. This is useful 

because if an account has lots of random previous 

usernames, it probably is not real. You can see:

•The date they joined

•The primary country

•Former usernames

•Accounts with shared followers



Snapchat – Verification

Snapchat accounts belonging to 

celebrities, brands, or other notable figures, 

usually have a yellow star next to the username.

Usually, you will have to subscribe to them to view 

their story.

Genuine accounts may also come up in the 

‘discover’ section.



TikTok– Verification

Like Instagram, accounts belonging to 

celebrities, brands, or other notable figures, usually 

have a blue tick next to the username.

You can always check the comments before believing 

any posts.



Verification 

It is crucial to note that the value of verified accounts have started to 
decrease (especially on platforms like X and Instagram) 

- This is due to “verified” status now being purchasable by fake 
content creators/ influencers, who are using them to show that they 
are the ‘genuine’ influencer they were portraying 

- As a result of this, many users have fallen into the trap of fraud and 
gaining misinformation on a specific topic (e.g.. A fact about an item, 
what action the creator carried out etc)

However, on some platforms such as X a golden tick has been 
introduced to show if an account is actually verified or not! 

- These can be dangerous as it is not possible to know which account 
is real. However, there are some key things you can look out for...



Ways to look out for ‘fake’ verification 
ticks + AI run accounts : 

- Look at the account that has a lot of followers e.g.. If there was a fake Taylor Swift 

account, the account will not have the same number of followers that the real Taylor 

Swift has (even if both are verified accounts).

- Look at the content of the creator - do the pictures/ reels look recent and in date? If 

not, then they might just a ‘verified’ fan account.

- Check to see if the account in question comments on nearly all/ some of the reels you 

watch [especially on Instagram]- for example on YouTube the account ‘Chicken’ 

comments on nearly every YouTube short. Although this channel posts nothing, they 

still have the verified tick mark, so if they do start posting something it is important to 

know that they are not a human led account.



AI ‘verified’ accounts

- Sometimes, accounts can be run by AI bots or software instead of an actual human 

being.

- It is imperative that you notice the differences between these accounts and human 

accounts as you may be subjected to fraud or inappropriate material .

- Even AI bots can gain access to the blue tick for verification (as someone pays for it), 

which highlights the lack of significance the blue tick holds over accounts on social 

media, so don’t be swayed by the number of verified accounts online.

- To spot these AI accounts, you can follow the advice given on the previous slide!



Additional advice regarding AI 
accounts: 

Sometimes AI based accounts post images of humans generated by AI- they key thing 

here is to check what content the account is posting. It is pretty clear to distinguish a 

real human and an image of an AI generated human- look at the quality of the image, the 

‘perfection’ it seems to hold– this ‘perfection’ can be a tell-tale sign as to whether the 

account is AI run or not. Sometimes it is hard to distinguish between the 2 as AI bots 

have started to learn how to function in a more human way (adaptable machine 

learning) . In cases like this, check the topics of the content being sent – are they all 

related? Do they all have that ‘perfection’ ?



If you do have any more questions please ask, if you also face any issues online and need 

support to solve them, do speak to your form tutor, a responsible adult, or if you’d rather 

speak to another young person, you’re welcome to come and ask an SDL for help, we are 

in 12B every lunch.
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